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Abstract

The wormhole attack is one of the most severe security attacks encountered in wireless ad hoc networks. It can significantly disrupt the communications across the network, is hard to detect and can be implemented without having a cryptography key or knowledge of the network routing protocol.

In a wormhole attack, the attacker receives packets at one location in the network, “tunnels” them to another location and replays them there. Once a wormhole is established, malicious nodes can use it for traffic analysis or to make a denial-of-service attack by dropping certain data or control packets.

In this talk, I describe the wormhole attack and our analysis on its effect on shortest-path routing protocols. One interesting result of our analysis is that if the wormhole is placed strategically in the network, it can affect on average one-third of all communications across the network.
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